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Economic operators will have to register with ROS before they can
communicate with Revenue using ROS Web services and will allow
external users the ability to send and retrieve data from the EMCS.

To Register for ROS

To download your ROS digital certificate, your Internet Browser must support
JavaScript. Compatible browsers are:

Windows
e Windows 8: IE11, Chrome (40 or higher), Firefox (36 or higher).
e Windows 7: IE10, IE11, Chrome (40 or higher), Firefox (36 or higher).
o Windows Vista: Chrome (40 or higher), Firefox (36 or higher).
o Windows XP (Service Pack 3): Chrome (40 or higher), Firefox (36 or
higher)
MAX OSX:

e Safari —version 6.1 or higher
e Google Chrome —recent versions (e.g. 40 or higher)
¢ Mozilla Firefox — recent versions (e.g. 36 or higher)

To check if you are using a JavaScript compatible browser, click here.
Using your compatible browser, go to www.revenue.ie. Select the heading Register
for ROS



https://www.ros.ie/helpcentre/help.html#/?a=rosSecurityRefresh/browser-compatibility-check
http://www.revenue.ie/en/index.html

=>» Click on ‘Register for ROS’
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Register for ROS - Self-Employed Individuals, Business and Practitioners

There are 3 Steps to becoming a ROS customer. All three steps must be completed before you can
access ROS.

If you wish to view your own personal tax details or if you wish to file your tax returns on-ling you must first apply to become a ROS

customer.

You must also apply if you are a tax agent or receiver and require access to view the records or file returns on behalf of your clients
To ensure that your client list is up to date please contact the relevant tax office.

When you successfully apply, a letter will be issued to you with your personal ROS access number. This number will enable you to

proceed.

Click on @ symbols below for infermation about each of the steps

B 3 Steps to Becoming a ROS
Customer

g
Step 1: Apply for your ROS Access Number (RAN) @

-
) - - Apply f
Step 2: Apply for your Digital Certificate Digital Cort RO
¥ -
Step 3: Retrieve your Digital Certificate RST;'&;#E&:%” @

B Revenue On-Line Services Requirements

. ROS
ROS Requirements Requirements

Revenue Home | ROS Help | Accessibility
Terms & Conditions | Privacy Policy | Certificate Policy Statement | Certification Practice Statement
Eolas as Gaeilge

In order to become a ROS customer the user will need to complete the
three steps shown in the above screenshot.



The following table details the items / information required in order to

complete each step in the process: -

Table: Steps Required to Become A ROS Customer

R

Step 1

The following is required in order to complete the first step:

e Valid Tax Registration number of the customer
The number must be a valid number from the
revenue database.

e Contact details (hame and phone number)

Stage Next Stage

An acknowledgement
screen will be displayed to
the customer.

The ROS Access Number
(RAN) will be posted out to
the customer’s official
address (as held on the
Revenue system)

" Apply for
Step 2
The following are required in order to complete this step: -
¢ RAN number that has been posted following step 1

e Tax Registration Number.
e Email address (es)

An acknowledgement
screen will be displayed to
the customer.

The ROS System password
will be posted out to the
customer’s official address
(as held on the Revenue
system)

Digital Cert

Step 3|

To complete the final step, the user will need to have the
following: -

e System Password that has been posted following step 2

e Tax Registration Number

e The user will now need to create a new certificate
name and password

The customer will now be
able to download the
digital certificate. (see
below)

Certificate Location

You should note the following in relation to JavaScript — your digital certificate will
be installed in your browser temporary storage so the following is very important.

Link to ROS Help- https://www.ros.ie/helpcentre/help.html?lang=en



https://www.ros.ie/helpcentre/help.html?lang=en

¢ You must keep an up to date backup file copy of your ROS digital certificate
to retain access to ROS.

e Your browser cannot create the folder to store the ROS certificate file(s)
automatically. You should manually create C:\ROS\RosCerts for Windows and
/Users/Userid/ROS/RosCerts for Mac.

e Your ROS digital certificate will be downloaded to your browser’s default
download location and should be backed up from here to the folder you
created above.

e Your certificate is loaded into your browser so that you can log in to ROS and
will be deleted if you clear your temporary internet files. In this case you will
have to load your certificate into your browser again from your backup using
"Manage Certificate Location" on the ROS login screen.

If you haven’t kept a copy of the cert. and it is deleted by clearing temporary
internet files, you will require the ROS helpdesk to revoke your cert and you will

have to start the process over again. See details of Back Up at page 15 below.

Link fo ROS Help- https://www.ros.ie/helpcentre/help.html?lang=en

EMCS users should now create a sub-cert, add their SEED number and
tick C&E to ‘File’

This certificate should be configured into the trader’s software. The
software can then use this certificate when submitting or receiving
messages via ROS web service.


https://www.ros.ie/helpcentre/help.html?lang=en

Creation of Sub-user of a digital Certificate by ROS
Administrator

Following successful login, the first screen the Administrator will see is
the ‘My Services’ Screen, as shown in the following screenshot: -

ﬁ GAEILGE =~ ENGLISH =ROSHELP &V
Ven.ue |

rcann

MY SERVICES REVENUE RECORD PROFILE WORK IN PROGRESS ADMIN SERVICES

Revenue Record: Returns and Payments

=4 Open Revenue Record ®

File a Return

You have 3 new documents in your Revenue Comple':e a Form On-line
Record. Select a return you would like to complete now. You will j

; without a payment.
Services:

‘given the option of filing the return with or

Select a tax type. .. v

ﬁ Secure Upload/Download Service (7)

Upload Form(s) Cg

Select the type of retupa

pleted Off-line

'om the drop-down list to upload a return completed off-line.

Click on the Admin Services tab

On the Admin Services screen, a list of the associated sub users is
displayed. If there are no sub users, then a message ‘There are
currently no individuails linked to this certificate’ will be displayed.



Applying for a ROS Digital Sub Cert

access ROS, follow the steps below.

* The Administrator must logn to ROS with the Adrmnistrator cert on your PC or Laptop that you normally use to access ROS
+ Clickthe tab "Admin Services'

+ In this screen select the green button Add New

Revenue ﬁ

Ol ngus Cuntnion ma MSvans MY SERVICES REVENUE RECORD PROFILE WORK IN PROGRESS ADMIN SERVICES

Administration Services
= Toapply for & Cactificate for an inciviclual 10 act on youricompany's behalr, cick the Add New button

There are currently no individuals linked to this certificate

Help | Exit | Accessibulity
1e Policy Statement | Cetification Practice Stalemen
qe

Terms & Conddions | Pravacy Polic

* You wall be directed to the screen below where your Administrator or you, if you are the Admin, mjist input the sub certficate
holders' details and click Submit The fields you wall have to input include

Application for a Sub User Digital Certificate.

In the Admin Services screen, click on the “Add New” button.



Sub User Digital Certificate Screen

2 Certificate Application - Note internet usage is logaed and subject to monitoring.

File Edit Wew Favorites Tools Help

Qe - @ ¥ [B] (b Psewch Slpranies @) (- L -l 3

'l*:

Address ‘@ https:/ eclipss: 7053 aclicertapp. jsp

v‘Gu

Links ] e-Paysip OnLine (] Intranet HomePage (RevNet) ] Revenue Online Services (ROS) &] Revenue Phonshook (Search) €] Revenue Web Ste > &
|

FAGs - Help - Exit

Revenue On-Line Service

Work In
Progress

Application for a New Certificate MR KATRKCK SANNOT U

My Services Info Services Inbox Profile

* Toapply for & digital certificate for an employes or individual to act on your behalf or on behalf of the company enter the details
reguested below and click Submit
& Click onthe kD Fymbal on the: left to view the help available for this applicstion
Denotes reguired fisld
* Permissions: Note all Meve Certificates will obtain the default permizsions of "wiew" only.
To change the user permissions please click the Revise button in the Admin Services tab after the New Certificate is created

@ * Motor Dealers and Authorised Treatment Facilities: To apply for an NVDF Digtal Certificate for the purposes of notifying
changes of vehicle ovwnership or end of vehicle lite, please select the NVDF tickbox belove.
In order to distinguish your HVDF certificate from standard Certificates, we recommend that you insert HVDF as
part of the ID reference.
& System for the Exchange of Excise Data (SEED): If this cettificate is for & SEED user, please enter their SEED number
below
NVDF
Sumame Bloggs A
i ‘ 99 ‘ Certificate
First Name ¥ ‘Jne ‘ O @
D Ref 7 1234 D & [Payroll Number ¥| ®
Type -

E-mail address for
the ahove named

SEED Number for I ®
the above named

Click on the Submit button to send your details to ROS

Click on the Baek button to go back to the previous page

¥ ‘jDE bloggs@somewhere.com |

FAQs | Help | Exit | Accessibility
Terms & Conditions | Privacy Policy | Cerificate Palicy Staterent | Cettification Practice Staterment

Ealas as Gaeilge

@ =] HLocal intranet
P — [ 7 I o 7 I 7 1 B I B
/5 start ExP@C O g la. L D Tz3w - wow | w - A3 wo- 257 - | B BEEe

Please complete the following fields

Surname: Please enter the Surname of the individual.
Firstname: Please enter the Name of the individual.

ID Ref. Please enter the individuals ID reference number.
ID Type. Please select the type of ID reference number given from
the dropdown menu.

E-Mail Address: Enter the e-mail address for he above named
NVDF Cert. Not applicable

SEED Number. |If this certificate is for an EMCS user, please enter

SEED number in this field.
An EMCS user must complete the Mandatory and SEED Number fields.
Please note that when a tenant warehousekeeper is setting up his
subcert the tenant must insert his own SEED no. This subcert can then
be used to submit, receive and receipt messages via ROS webservices.

10




(The administrator may amend an existing sub user’s SEED Number or
allocate a SEED Number to an existing sub user from this screen).

Click “Submit” and "OK * buttons, back to Admin Services page
Sub-user must now be given permission to file C&E

Again clicking on Admin Services and selecting the sub-user
click on Revise.

Scroll to Permissions on Tax / Procedures Services and tick C&E to File
and Confirm

Permissions on Tax / Procedures Services

Permissions on Tax/Procedures Services

® View: lookup information, Prepare: enter details on a form, File: sign and submi form to Revenue

® View for CAT and Stamp Duty: lookup information and view inbox documenis

Taxes/Procedures No Permissions View Prepare File
VAT 7 [ [l
CAT 7]

Transit 7

Intrastat J

VIES J

EU Savings Dir 7

C&E | | | vl
Excise Licence 7

EVR J

Stamp Duty vl

i?:msmmce dures [ Remove All ] [ View All [ Prepare All [File All]

11



The sub-user must now await confirmation email from ROS before
downloading cert. The Administrator must provide ID ref used to
create the sub-cert and the System Password d by clicking on the
padlock icon).

Select Surname Firstname 1D Ref, ystem Password Certificate Password  Status
s TEST TEST MOEILE o o REGISTERED

Retrieve your Digital Certificate

Within 24 hours the new sub user will receive a computer generated
email to inform the sub user to complete Step 3 of How To Become A
ROS Customer.

Login to www.revenue.ie
On the home page,
=» Locate the ‘ROS’ section
=>» Select the ‘Register for ROS’ link

At Step 3 click the ‘Retrieve your Digital Cert’ button.
On the Terms & Conditions screen, scroll to & click the “l accept”
button.

12


http://www.revenue.ie/

Retrieve your Digital Certificate screen

Retrieve your Digital Certificate

This is the penultimate step to retrieving your ROS Digital Certificate. Please enter your details in either A
OR B OR C below and click Next.

Click on 7‘1 J symbols belowy for information about the part of the form on which they appest

A To retrieve a digital certificate on behalf of y If or your busi | enter your details here:

For EU Savings Directive filers, please select VAT, PAYE-Emp, Income
Tax or Corporation Tax as your tax type and enter relevant number.

For INTRASTAT and VIES Traders, please select VAT as your tax type
and enter relevant VAT No.

For VRT Traders, please enter relevant VAT No. or PAYE-Emp No.
Tax Type/Approval No. Regn No.ID No.
v I (€]

OR

B To retrieve a digital certificate on behalf of your accountancy or tax practice, please enter your TAIN
here:

TAIN Number (only for agents)

OR

C To retrieve a digital certificate acting as a receiver, please enter your Receiver No. here:

Receiver No. {only for receivers)

D Linked Certificate Application: To retrieve a Certificate requested on your behalf by the ROS
Administrator in your organisation, please enter your ID Reference here:

ID Reference provided by your ROS
Administrator

Click on the NeXthutton to send your details to ROS | Mext
Click on the Back button to go back to the previous page | Back

Bevenue Home | BOS Help | Accessibility
Terms & Conditions | Privacy Policy | Cerificate Policy Statement | Certification Practice Statement
Eolas as Gaeilge

At the Retrieve your Digital Certificate screen, complete part D by
inserting the ID Reference (supplied by the administrator).
Click the “Next” button.

13



Retrieve your Digital Certificate screen

] Application for a Digital Certificate - Note internet usage is logped and subject to monitoring.

File Edit V“ew Favorites Tools Help

@Ba:k @ -\;) E @ (b pSearch *Favuntss @ 8' % E L‘J @ .'3

Address ‘@ hittpst fwews. ros. iefFunctionalityServiet faclfvalididium, jsp V| Go

Links @ e-Payslip On Line a Intranet HomePage (Reviet) a Revenue Online Services (ROS) a Revenue Phanebook (Search) @ Revenue Web Site a Time and Attendance System =

>

Revenue EJ ‘ I Revenue On-Line Service

o DS

[ TI—

Retrieve your Digital Certificate

This is the final step to retrieving your ROS Digital Certificate

Please enter your System Password below and click the Submit button
Click on (D symbol below tor further information

Enter your System Password | | @

Click on the Submit button to send your details to ROS
Click on the Back button to go back to the previous page

BEOS Hare | EAQS | Help | Accessibility
Terrns & Conditions | Privacy Palicy | Cerificate Policy Staternent | Certification Practice Staternent
Enlas as Gaeilge

a Done é ‘ Internet

/5 start & Inbo ... c ts and Se T 5 Internet Explorer -

Enter the System password as provided by the administrator & click the
“Submit” button.

Request your Digital Certificate screen using Java Script

Application for a Digital Certificate

To download your cerificate please complete the details below and click Request Cerificate
Your ROS digital certificate will be installed in your browser temporary storage.

You will be prompted to save a backup file copy of your centificate. You must save the file to ensure
confinued access to ROS

If you require any assistance reguesting your cerificate, click hers

Certificate Name
Enter Password

Confirm Password

“ Request Ceificate

14



ROS Registration Step 3

Assign a name for your Digital Certificate (no more than 8 characters
and cannot be the same as any certificate you already have). Create
a password (between 8 and 20 characters, including one upper and
confirm password.

Click the “Request Certificate” button.

Your Digital Certificate will be installed in your browser temporary
storage

You will be prompted to save a backup file copy of your certificate.
You must save the file to ensure continued access to ROS

Your Digital Certificate Certificate1 has been successfully installed into your browser temporary starage.

You should ensure that you have saved a hackup copy of your certificate and that you keep this
file to ensure continued access to ROS.

The cerificate backup file is usually saved in your Downloads folder. It will have your chosen cerificate

narne followed by P12 0E g gy L n1kniowen. If vou have
uzed Safari, you should n Backup Certificate |_£_| = WVe recommend
that you mave the file frar 0 keep it safe.

If your ROS digital certific A Click "Backup” to save a cedificate backup file  he cerificate reissued
in your Downloads folder. You must save and

You are now an approved, keep this backup file to retain continued fthe Taxes
Consolidation Act, 1997 access to ROS,

If you are dnwn_lnading a s If you receive a further prompt to Open or Save ifarmation on how to
enable the certificate for t the file, chooze SAVE

i Certificates alrea

Certificate Name ¥ Backup Remove
Certificate G T
COMpany32 O T

DO NOT CLICK ON CANCEL

Depending on what browser you use and what settings you have chosen
regarding downloads, at this point, the following may happen:

o The backup certificate file will save automatically to your Downloads
folder, OR

e You will be asked whether your want to Open or Save the file — always
choose SAVE to create the backup certificate file in your Downloads folder

e You may be given the option of which folder to save the file to — choose a
safe location where the file will not be accidentally deleted.

The certificate backup file has the certificate name followed by .p12.bac unless

you use the Safari browser. Safari names the file Unknown. If you have used
Safari, you should rename the file to your certificate name followed by .p12.

15



Please check your Downloads folder before closing your browser, to
ensure that your certificate file has been saved. You must keep a copy of
the certificate backup file in a safe location to ensure that you can access it
in the future. We recommend moving it to a ROS\RosCerts folder on your
computer. Instructions to create this folder and move the file are included in the
next heading "Creating the ROS\RosCerts folder and Moving the Backup
Certificate File"

Link to ROS Help- https://www.ros.ie/helpcentre/help.html?lang=en

You can now log in to ROS - click the Login button.

Sub-cert should now be located in saved location ( ie. C/ROS/ROScerts) and
forwarded to Software provider.

(Example of ROS cert. - vima.p12.bac)

This certificate should be configured into the trader’s software. The software can
then use this certificate when submitting or receiving messages via ROS web
service

For further information contact:

ROS: roshelp@revenue.ie 1890201106

EMCS: emcsnsd@revenue.ie 042 9353302
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