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1. Introduction

The purpose of this manual is to provide information on Revenue’s myAccount service, which is not
available elsewhere on the Revenue website.

The following material is either exempt from or not required to be published under the Freedom of
Information Act 2014.

[...]

3. © Issue of Temporary Passwords

Where theinformation provided by the customer is verified a temporary password will issue by text,
email, or post as-appropriate. Registrations finalised by the Revenue Matching Unit (RMU) will issue
by post.

Temporary passwords issued by text or email are valid for one hour from the time sent.
Temporary passwords issued by letter are valid for

- 21 days for addresses within the EU and

- 28 days for all non-EU addresses.

Where customers sign in to myAccount for the first time using their temporary password, they will
have to create:anew.password. This'password must be a minimum of 6 characters and a maximum of
100 characters.

3.1 Temporary Password Correspondence

Temporary Password SMS (English)
Registration:

It will remain valid for 1 hour.

From the myAccount Team

Figure 1: Sample text (SMS) message
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Revenue myAccount

Dear Customer,

Thank you for for my . Your is:

123456

It will remain valid for 1 hour.

To use myAceount:

- to the
« Select ‘Sign in'
e Enter your PPS number, date of birth and temporary password.
* You will then be asked 10 set a new password.

* You are now signed in and ready 1o use myAccount

Important
Your password allows access to your records. so be very careful with it.

¥ page on the website.

Yours faithfully,
The myAccount Team.

“** Please do not reply to this email as this mailbox is not being monitored and
you will not receive a reply.***

Revenue ﬁ
Céim na hfireann

frioh Tox and Cuntoms
Figure 2: Sample email

myscsount Revenue

HaME

ADDRESS LNE 1

ADDRESELNE 2

ADDRESELNE 3

ADDRESELINE & T3 s 2008
ADDRESSLNE S

ADDRESELNE S

A LNE 8 AT LINE B ADLIE 10
D=ar Customer,
Thank you for MyACCOUrt. Your temporary =

286224

1t will Femain waild for 21 days from the date of this letter If you oo N0t 300865 MyACCOUNt betare Mis passwod
‘Epires, you wil nead o re-ragsar.
i s 3 singie point for senvices ROS) such as PAYE Senvices, LT and
HRI using 3 single iogin and password.

passwond;
“You are now signed In and ready 10 Use MyACCount.

Starting a new job?
JobE 3N PENSIONS 15 3 SENVIce AValabie IN MYACCOUNE, WG JI0WS YOU 10 FEQISIEr YOUT NEW 0D OF privans
pension.

‘Customers who are changing jobs should not use this sendcs to tell us about Melr new oo unisss the oid job has.
bean ceased on REVenue’s rcor.

Aryone startng work for the first tma In Irelsrd must nofity Revenue of their new job through the Jobs and
Pensions sanvice.

At credit certifcats wil then IS5US 10 YOU and YOUF empioyEr ensuring that the comect amount of tax ks deduct=d
Tor tht job o private pension.

Important
“Your password allows 3C0ESS b0 YOUr Meconds. S0 be very carsful with It. Please dispose of this letter securely.

YOS ARy,
The myAccount Team.

Figure 3: Sample letter 7
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5.  Accessing myAccount

myAccount is accessed from the sign in/registration page which contains a number of security
features. Customers are obliged to provide their PPS Number, date of birth and password. The sign in
/ registration page includes a warning to customers to keep their sign in and password details secure
and never reveal them to anyone. The “Learn More” link will bring customers to the Revenue Security
page which gives more information about how to stay safe online.

If you have a verified MyGoviD account, you Login using your Revenue account details
can use your MyGoviD details to sign in

PPS Number
| )
What is MyGoviD?
Date of Birth
oo MM Y
Password

|

fyou received a temporary
password recently, you can use

° it to sign in here.
Forgot Password?

Please keep your sign in details and
password secure and never disclose them
to anyone

Learn More

I'rrs o & robat

Figure 4: Sign in/registration page which contains a number of security features

On each sign in attempt, customers must complete a Captcha challenge to ensure they are not a
robot.
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5.1 Two-Factor Authentication (2FA)

myAccount customers can enable two-factor authentication. Two factor authentication works by
adding an additional layer of security to myAccount. Enabling this facility will result in the sending of
a one-time code to your mobile phone, every time you log in to myAccount. This one-time code
needs to be input, in addition to the existing Revenue login credentials, each time you login to
myAccount. To add this feature to the myAccount login process, customers should select ‘Enable
(2FA)’ as shown in figure 17, below. Customers should note that it is not mandatory to enable this
feature. Customers have the option to bypass this step by selecting ‘Skip this step’ as indicated
below:

|

Enhance Your Account Security

Enable Two-Factor Authentication (2FA)

Two-factor authentication (2FA) works by adding an additional layer of security to your online
account. It works by sending a one-time code to your maobile phone each time you log in, which
needs to be provided along with your existing Revenue login credentials.

Note: The preferred authentication mechanism for MyAccount is to use MyGovID, which already

provides 2FA security. Authentication using Revenue login details should only be used where this is
not an option.

Learn More

Enable (2FA) - skip this step

Figure 6: Enable Two-Factor Authentication screen

The following material is either exempt from or not required to be published under the Freedom of
Information Act 2014.

[...]

6. Accessing myAccount using MyGoviD

Customers can also access myAccount through MyGovID. Customers must provide consent to the
sharing of information from DSP as part of the sign in process.
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8. Contact Details
mers having difficulty registering for myAccount can contact the RMU on 01-738 3691
1738 3691 for customers calling from outside the Republic of Ireland) or by mail to
gisterForMyAccount@revenue.ie.
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