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Economic operators will have to register with ROS before they can communicate with Revenue using ROS Web services and will allow external users the ability to send and retrieve data from the EMCS system.  
To Register for ROS

Accessing the ROS site: www.revenue.ie
 Select the ‘Register for ROS’ link   

 [image: image1.png]Revenue

Irish Tax & Customs

site Search

Tax Practitioners | Customs | Taxes & Duties

Personal Tax Topics Business Tax Topics L1202 Renewal of C2 Cards
Tax Credits, Reliefs & Rates TaxPayment Difficulties 09/12/09 Budget 2010
Lump Sum Payments International Tax PRl Reund Claims Deadine
Recommence Mortzase SelfAssessment 5 .
More news >

VAT Rate Reduced
EUVAT Packane

Interest Relier

Income Lew
Key Calendar Dates

ent Dates fo

What can | do online?

Report of Data Protection
Commissioner

More <l

‘About PAYE angtime AboutROS T for Motor Vehicles. Contact Locator )
Loainto PAYE anytime Tax Clearance o v
Losin o PAYE anvime Losin o ROS TaxClearance W Number

Redister for PAYE anytime Redister for ROS Mortaage Inferest Relief





Certificate Application Screen
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In order to become a ROS customer the user will need to complete the three steps shown in the above screenshot.  

The following table details the items / information required in order to complete each step in the process: -

Table: Steps Required to Become A ROS Customer

	Stage
	 Next Stage
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The following is required in order to complete the first step: -
· Valid Tax Registration number of the customer The number must be a valid number from the revenue database.

· Contact details (name and phone number)
	An acknowledgement screen will be displayed to the customer.

The ROS Access Number (RAN) will be posted out to the customer’s official address (as held on the Revenue system) 
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The following are required in order to complete this step: -

· RAN number that has been posted following step 1
· Tax Registration Number.

· Email address (es)
	An acknowledgement screen will be displayed to the customer.

The ROS System password will be posted out to the customer’s official address (as held on the Revenue system)
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To complete the final step, the user will need to have the following: -    

· System Password that has been posted following step 2
· Tax Registration Number

· The user will now need to create a new certificate name and password


	The customer will now be able to download the digital certificate to store locally.


Certificate Location

The Certificate is downloaded and stored in the default location ‘c:/ros/roscerts’ on the users local machine. The user also has the option to change the default location during step three at the ‘certificate retrieval stage’ or later from the ROS login page by selecting the ‘change your digital certificate location’ option.

Creation of Sub-user of a digital Certificate

It is advisable for ROS customers not to use the Admin certificate for 

day-to- day use. For EMCS users this translates to issuing a sub-cert with permissions for EMCS.

This certificate should be configured into the trader’s software. The software can then use this certificate when submitting or receiving messages via ROS web service.

Following successful login, the first screen the taxpayer will see is the ‘My Services’ Screen, as shown in the following screenshot: -
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Click on the Admin Services tab

Administration services

Administration services are provided for business users to control services that have been granted to employees/linked users, these user types are known as ‘sub users’. Through creating a sub certificate, administrators can control what tasks can be completed by linked users.  
 On the Admin Services screen, a list of the associated sub users is displayed.  If there are no sub users, then a message ‘There are currently no individuals linked to this certificate’ will be displayed.   

      Admin Services screen
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Application for a Sub User Digital Certificate.

In the Admin Services screen, click on the “Add New” button.
Sub User Digital Certificate Screen
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Please complete the following fields

Surname:  Please enter the Surname of the individual.
Firstname: Please enter the Name of the individual.
ID Ref.        Please enter the individuals ID reference number. 

ID Type.     Please select the type of ID reference number given from

                   the dropdown menu. 

E-Mail Address: Enter the e-mail address for he above named

NVDF Cert.         Check for NVDF certificate only
SEED Number.    If this certificate is for a SEED user, please enter 

                            SEED number (Traders Excise Number) in this field.

An EMCS user must complete the Mandatory and SEED Number fields. This subcert can then be used to submit, receive and receipt messages via ROS webservices.

Click “Submit” and “OK “ buttons, back to Admin Services page                               

Revise Permissions screen 

The administrator may amend an existing sub user’s SEED Number or allocate a SEED Number to an existing sub user from this screen.

On the Admin Services page, select the sub user, click Revise button and insert the SEED Number in the required field below. To save click “Confirm” button.
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The screen below displays the list of permissions already granted to the sub user. 

Note: When a sub user is set up the default permissions are all set to ‘View’ and all administration services permissions are defaulted to ‘No’.  The administrator will need to amend these to the required choices as shown in the screenshot below of the revise permissions screen.   

Revise Permissions screen
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Click on System Password icon beside name to reveal the password

and forward to the new user.

Click into “Select” for new user and click “Revise”

Permissions on Tax / Procedures Services
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The administrator must select FILE permission for C&E for an EMCS user. 

There are two types of messages that can be made available to a subcert user.  

1.  Direct responses to submissions made by that subcert user e.g. subcert user submits a valid IE815 message.  The Irish EMCS application will make the IE801 response available to that subcert.  (e.g. the same procedures as is currently used for AEP)

2.  Messages originating in the EU and destined for an Irish Trader (SEED ID) e.g. an IE801 message is sent from Germany to an Irish Trader (SEED ID). This message will be made available to all subcerts which have been linked to that SEED ID.  

Permissions on Administration Services
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To save permissions scroll down and click “Confirm” button. 

The Revise Permissions Screen is divided into two distinct sections, these are: -

· Permissions on Tax / Procedures Services

· Permissions on Administration Services

Permissions on Tax / Procedures Services 

This section details all the permissions that have been granted by the administrator to the sub user for any of the various tax heads.   

Table: Permissions on Tax /Procedures Services Operation

	Field
	Description

	Taxes/procedures
	This column contains a list of all the available tax heads in Revenue available to the user for filing

	No 
	A check mark in this column indicates that the sub user may not file or view this particular tax

	View 
	A check mark in this column indicates that the sub user has the option to view return information only (not the return itself) for the tax head 

	Prepare 
	A user will be permitted to ‘prepare’ a form for submission when a check mark is in this column. 

	File 
	Only users with ‘file permissions’ will have sufficient security level to allow for the filing of any tax return to Revenue


Additionally, the administration can select one of the following four options at the foot of the permissions on Tax/Procedures Services section: -

· Remove All – Removes all permissions for a sub user
· View all – Sets all permission rights to ‘view’ for a sub user
· Prepare All – Sets all permission rights to ‘Prepare’ for a sub user
· File All – Grants the sub user ‘file’ permission rights for all tax heads
Permissions on Administration Services
This section details which Administration Services permissions have been granted to the sub user has. 

Table: Permissions on Administration Services

	Field 
	Description

	Add New
	Indicates if the user has permission to add a new sub user on behalf of the business

	Revise
	Indicates if the sub user may revise permissions granted to other sub users

	Amend Email Addresses
	Indicates if the sub user is permitted to amend the email address of other sub user

	Revoke
	Indicates if the sub user is allowed to revoke, suspend or restore any sub users

	Set Signature requirements
	Indicates if the sub user is allowed to set signature requirements on behalf of the business

Note: where signature requirements are set to ‘DUAL’ this means that the return will need to be countersigned by a second person

	Inbox administration
	Indicates if the sub user has full inbox rights. 

Note:  ‘Full Inbox Rights’ mean that an individual may have full and complete access to all inbox documents 


Again, at the foot of this section there is the option to choose to apply ‘global’ permission rights by selecting either: -

· All Yes

· All No
The user then clicks on the ‘confirm’ button to commit the updates to the system.
Retrieve your Digital Certificate 
Within 24 hours the new sub user will receive a computer generated email to inform the sub user to complete Step 3 of How To Become A ROS Customer.

Login to www.revenue.ie
  Select the ‘Register for ROS’ link   

At Step 3 click the Retrieve your Digital Cert button.

On the Terms & Conditions screen, scroll to & click the “I accept” button.

Retrieve your Digital Certificate screen
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At the Retrieve your Digital Certificate screen, complete part C by inserting the ID Reference (supplied by the administrator).
Click the “Next” button. 

Retrieve your Digital Certificate screen
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Enter the System password as provided by the administrator & click the “Submit” button.

[image: image16.png]Warning - Security

The application’s digital signature cannot be verified.

Do you want to run the application?

equest your Digita

Name:  ie.revenue.ros.apples.certrequest. CertRequestisApplet
 request your certificate, | publisher: The Legion of the Bouncy Castie

maion Please enter Your From:  hitps:fjmwm.rosie

1) itisinstalled. For o

System Password),| ] Aways trust content from this pubisher.
and one lowercase |
symbol on the left

Please note that y;
ROS sub.directory, ' IO A R, Gl
process to get a nd i you et the crgin o the spplcton

More Information,

Request your Digital Cer

Certificate Directory. > Help?

Your Name

- . . —





Choose whether to tick the box “Always trust content from this publisher” & click run button.

Request your Digital Certificate screen
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On the above Request your Digital Certificate screen
Assign a name for your Digital Certificate and create a password. 

Click the “Request Certificate” button.

The Certificate will be downloaded and stored in the default location ‘c:/ros/roscerts’ on the users local machine. The user also has the option to change the default location during step three at the ‘certificate retrieval stage’ or later from the ROS login page by selecting the ‘change your digital certificate location’ option.

For further EMCS ROS information contact EMCS Helpdesk at:

 emcsnsd@revenue.ie     

Phone: 042 9353301,042 9353302, 042 9353303, 042 9353414, 

PAGE  
1

